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Spark API 

1. 
 Spark API  CC  Spark  Spark  Spark API 

 Spark API  CC  API Key
 Spark API

2. 
Spark API  HTTP 

2.1 HTTP

 GET 

2.2 

 XML  JSON  UTF-8
 

 ERROR_CODE

2.3 

Spark API  UTF-8  UTF-8  GET 
QueryString  value  URL Encode 

2.4 

<?xml version="1.0" encoding="UTF-8"?>
<error>ERROR_CODE</error>

{
    “error”:”ERROR_CODE”
}

INVALID_REQUEST

SPACE_NOT_ENOUGH

SERVICE_EXPIRED

PROCESS_FAIL

TOO_MANY_REQUEST

PERMISSION_DENY
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 HTTP  QueryString  
HashedQueryString  THQS  THQS  1

2.5 

100  API  
 CC  API 

3. HTTP
3.1 

http://spark.bokecc.com/api/user

user

space

traffic

userid  id

format xml  json

account

version

expired

space

traffic

total G

remain G

used G

total G

remain G
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XML

JSON

3.2 

a. http://spark.bokecc.com/api/video

used G

<?xml version="1.0" encoding="UTF-8"?>
<user>
    <account>test@test.com</account>
    <version><![CDATA[ ]]></version>
    <expired>2011-06-06</expired>
    <space>
        <total>2</total>
        <remain>1.9</remain>
        <used>0.1</used>
    </space>
    <traffic>
        <total>5</total>
        <remain>4.8</remain>
        <used>0.2</used>
    </traffic>
</user>

{
    "user":{
        "account":"test@test.com",
        "version":" ",
        "expired":"2011-06-06",
        "space":{
            "total":2,
            "remain":1.9,
            "used":0.1
        },
       "traffic":{
            "total":5,
            "remain":4.8,
            "used":0.2
        }
    }
}

userid  id

videoid  id
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video

image-alternate

XML

format xml  json

id ID

title

desp

tags

duration

category ID

image

imageindex

image-alternate

index

url

<?xml version="1.0" encoding="UTF-8"?>
<video>
    <id>01234567</id>
    <title><![CDATA[ ]]></title>
    <desp><![CDATA[ ]]></desp>
    <tags><![CDATA[ 1 2 3]]></tags>
    <duration>12345</duration>
    <category>12345</category>
    <image>http://image.bokecc.com/abc.jpg</image>
    <imageindex>1</imageindex>
    <image-alternate>
        <index>0</index>
        <url>http://image.bokecc.com/abc0.jpg</url>
    </image-alternate>
    <image-alternate>
        <index>1</index>
        <url>http://image.bokecc.com/abc1.jpg</url>
    </image-alternate>
    ...
</video>
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JSON

b. http://spark.bokecc.com/api/video/v2

video

image-alternate

{
    "video":{
        "id":"01234567",
        "title":" ",
        "desp":" ",
        "tags":" 1 2 3",
        "duration":12345,
        "category":"12345",
        "image":"http://image.bokecc.com/abc.jpg",
        "imageindex":1,
        "image- alternate":[{
            "index":0,
            "url":"http://image.bokecc.com/abc0.jpg"
        },
        ...
        ]
    }
}

userid  id

videoid  id

format xml  json

id ID

title

desp

tags

duration

category ID

image

imageindex

image-alternate

definition
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definition

XML

JSON

index

url

definitionlevel

definitiondesc

terminaltype 0:PC 10:

filesize

<?xml version="1.0" encoding="UTF-8"?>
<video>
    <id>01234567</id>
    <title><![CDATA[ ]]></title>
    <desp><![CDATA[ ]]></desp>
    <tags><![CDATA[ 1 2 3]]></tags>
    <duration>12345</duration>
    <category>12345</category>
    <image>http://image.bokecc.com/abc.jpg</image>
    <imageindex>1</imageindex>
    <image-alternate>
        <index>0</index>
        <url>http://image.bokecc.com/abc0.jpg</url>
    </image-alternate>
    <image-alternate>
        <index>1</index>
        <url>http://image.bokecc.com/abc1.jpg</url>
    </image-alternate>
    …
     <definition>
        <definitionlevel>0</definitionlevel> 
        <definitiondesc> </definitiondesc> 
        <terminaltype>0</terminaltype> 
        <filesize>2839461</filesize>
     </definition>
    …
</video>
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3.3 

( ) :

a. http://spark.bokecc.com/api/videos

videos

{
    "video":{
        "id":"01234567",
        "title":" ",
        "desp":" ",
        "tags":" 1 2 3",
        "duration":12345,
        "category":"12345",
        "image":"http://image.bokecc.com/abc.jpg",
        "imageindex":1,
        "image- alternate":[{
            "index":0,
            "url":"http://image.bokecc.com/abc0.jpg"
        },
        ...
        ],
        "definition":[{
            "definitionlevel": 2, 
            "definitiondesc": " ", 
            "terminaltype": 0, 
            "filesize": 6587147
        },
        …
        ]
    }
}

userid  id

videoid_from  videoid

videoid_to  videoid

num_per_page  :  1~100

page

format xml  json

total

video
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video

image-alternate

XML

JSON

id ID

title

desp

tags

duration

category ID

image

imageindex

image-alternate

index

url

<?xml version="1.0" encoding="UTF-8"?>
<videos>
    <total>100</total>
    <video>
        <id>01234567</id>
        <title><![CDATA[Video Title]]></title>
        <desp><![CDATA[Video Description]]></desp>
        <tags><![CDATA[tag1 tag2 tag3]]></tags>
        <duration>12345</duration>
        <category>12345</category>
        <image>http://image.bokecc.com/abc.jpg</image>
        <imageindex>1</imageindex>
        <image-alternate>
            <index>0</index>
            <url>http://image.bokecc.com/abc0.jpg</url>
        </image-alternate>
        <image-alternate>
            <index>1</index>
            <url>http://image.bokecc.com/abc1.jpg</url>
        </image-alternate>
        ...
    </video>
    ...
</videos>
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b. http://spark.bokecc.com/api/videos/v2

videos

video

{
    "videos":{
        "total":100,
        "video":[
            {
                "id":"01234567",
                "title":"Video Title",
                "desp":"Video Description",
                "tags":"tag1 tag2 tag3",
                "duration":12345,
                "category":"12345",
                "image":"http://image.bokecc.com/abc.jpg",
                "imageindex":1,
                "image-alternate":[
                    {
                        "index":0,
                        "url":"http://image.bokecc.com/abc0.jpg"
                    },
                    …
                ]
            },
            …
        ]
    }
}

userid  id

videoid_from  videoid

videoid_to  videoid

num_per_page  :  1~100

page

format xml  json

total

video

id ID
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image-alternate

definition

XML

title

desp

tags

duration

category ID

image

imageindex

image-alternate

definition

index

url

definitionlevel

definitiondesc

terminaltype 0:PC 10:

filesize
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JSON

<?xml version="1.0" encoding="UTF-8"?>
<videos>
    <total>100</total>
    <video>
        <id>01234567</id>
        <title><![CDATA[Video Title]]></title>
        <desp><![CDATA[Video Description]]></desp>
        <tags><![CDATA[tag1 tag2 tag3]]></tags>
        <duration>12345</duration>
        <category>12345</category>
        <image>http://image.bokecc.com/abc.jpg</image>
        <imageindex>1</imageindex>
        <image-alternate>
            <index>0</index>
            <url>http://image.bokecc.com/abc0.jpg</url>
        </image-alternate>
        <image-alternate>
            <index>1</index>
            <url>http://image.bokecc.com/abc1.jpg</url>
        </image-alternate>
        …
        <definition>
            <definitionlevel>0</definitionlevel> 
            <definitiondesc> </definitiondesc> 
            <terminaltype>0</terminaltype> 
            <filesize>2839461</filesize>
        </definition>
        …
    </video>
    ...
</videos>
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3.4 

http://spark.bokecc.com/api/videos/category

videos

{
    "videos":{
        "total":100,
        "video":[
            {
                "id":"01234567",
                "title":"Video Title",
                "desp":"Video Description",
                "tags":"tag1 tag2 tag3",
                "duration":12345,
                "category":"12345",
                "image":"http://image.bokecc.com/abc.jpg",
                "imageindex":1,
                "image-alternate":[
                    {
                        "index":0,
                        "url":"http://image.bokecc.com/abc0.jpg"
                    },
                    …
                ],
                "definition":[
                    {
                        "definitionlevel": 2, 
                        "definitiondesc": " ", 
                        "terminaltype": 0, 
                        "filesize": 6587147
                    },
                    …
                ]
            },
            …
        ]
    }
}

categoryid id

userid id

num_per_page ,  :  1~100

page

format xml json
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video

image alternate

XML

total

video

id ID

title

desp

tags

duration

category ID

image

imageindex

image-alternate

index

url
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JSON

3.5 

 HTML 

http://spark.bokecc.com/api/video/playcode

<? xml version="1.0" encoding="UTF-8"?>
<videos>
    <total>7</total>
    <video>
        <id>01234567</id>
        <title><![CDATA[视频标题]]> </title>
        <desp><![CDATA[视频描述]]></desp>
        <tags><![CDATA[标签1 标签2]]></tags>
        <duration>264</duration>
        <category>12345</category>
        <image>http:// xxx.jpg</image>
        <imageindex>0</imageindex>
        <image-alternate>
            <index>0</index>
            <url>http:// xxx-0/0.jpg</url>
        </image-alternate>
        …
    </video>
    …
</videos>

{
    "videos":{
        ”total":"7",
        "video":[{
            "id":"01234567",
            "title":" ",
            "desp":" ",
            "tags":" 1 2”,
            "duration":264,
            "category":"12345",
            "image": "http:// xxx-0.jpg",
            "imageindex":0,
            "image-alternate":[{
                "index":"0",
                "url":"http:// xxx-0/0.jpg"
            },
            ...
            ]
        }
        ...
        ]
    }
}
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video

XML

JSON

3.6 

http://spark.bokecc.com/api/video/update

videoid  id

userid  id

playerid  id

player_width  px

player_height  px

auto_play true  false

format xml  json

playcode

<?xml version="1.0" encoding="UTF-8"?>
<video>
    <playcode>
        <![CDATA[<script src='http://p.bokecc.com/player?
vid=96479767C315E6A9&siteid=1936D297411C3A27&autoStart=false&width=600&height=490&playerid
=6ED7421AB96B522E&playertype=1' type='text/javascript'></script>]]>
    </playcode>
</video>

{
    "video":{
        "playcode":"<script src='http://p.bokecc.com/player?
vid=96479767C315E6A9&siteid=1936D297411C3A27&autoStart=false&width=600&height=490&playerid
=6ED7421AB96B522E&playertype=1 type='text/javascript'></script>"
    }
}

videoid  id
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video

XML :

JSON

userid  id

title

tag

description

categoryid  id

playurl

imageindex
:

format xml  json

id ID

title

desp

tags

category ID

playurl

imageindex

<?xml version="1.0" encoding="UTF-8"?>
<video>
    <id>01234567</id>
    <title><![CDATA[Video Title]]></title>
    <desp><![CDATA[Video Description]]></desp>
    <tags><![CDATA[tag1 tag2 tag3]]></tags>
    <category>12345</category>
    <playurl>http://xxxx/1.html</playurl>
    <imageindex>1</imageindex>
</video>
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3.7 

:

http://spark.bokecc.com/api/video/delete

XML

JSON

3.8 

:

http://spark.bokecc.com/api/video/category

:  level  BASIC  PREMIUM BASIC 
 PREMIUM 

video

{
    "video":{
        "id":"01234567",
        "title":"Video Title",
        "desp":"Video Description",
        "tags":"tag1 tag2 tag3",
        "category":"12345",
        "playurl":"http://xxxx/1.html",
        "imageindex":1
    }
}

videoid  id

userid  id

format xml  json

<?xml version="1.0" encoding="UTF-8"?>
<result>OK</result>

{
    "result":"OK"
}

userid  id

format xml  json
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category

sub-category

XML

JSON

level

category

id ID

name

sub-category

id ID

name

<?xml version="1.0" encoding="UTF-8"?>
<video>
    <level>BASIC</level>
    <category>
        <id>123</id>
        <name><![CDATA[category1]]></name>
        <sub-category>
            <id>456</id>
            <name><![CDATA[sub category1]]></name>
        <sub-category>
        ...
    </category>
    ...
</video>
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3.9 

:

http://spark.bokecc.com/api/category/create

category

XML

JSON

{
    "video":{
        "level":"PREMIUM",
        "category":[{
            "id":123,
            "name":"category1",
            "sub-category":[{
                "id":456,
                "name":"sub category1"
            },
            ...
            ]
        },
        ...
        ]
    }
}

userid id

name

super_categoryid id

format xml json

id ID

name

super-category-id ID

<?xml version="1.0" encoding="UTF-8"?>
<category>
    <id>01234567</id>
    <name><![CDATA[ 1]]></name>
    <super-category-id>123</super-category-id>
</category>
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3.10 

:

http://spark.bokecc.com/api/category/update

category

XML

JSON

3.11 

{
    "category":{
        "id":"01234567",
        "name":" 1",
        "super-category-id":"123"
    }
}

categoryid id

userid id

name

format xml  json

id ID

name

super-category-id ID

<?xml version="1.0" encoding="UTF-8"?>
<category>
    <id>01234567</id>
    <name><![CDATA[ 1]]></name>
    <super-category-id>123</super-category-id>
</category>

{
    "category":{
        "id":"01234567",
        "name":" 1",
        "super-category-id":"123"
    }
}
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:

http://spark.bokecc.com/api/category/delete

XML

JSON

3.12 

:

http://spark.bokecc.com/api/playlists

playlists

playlist

categoryid

userid id

format xml  json

<?xml version="1.0" encoding="UTF-8"?>
<result>OK</result>

{
    “result”:”OK"
}

userid id,

num_per_page ,   :  1~100

page

format xml json

total

playlist

id ID
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XML :

JSON

3.13 

:

http://spark.bokecc.com/api/playlist/create

name

videocount

categoryid ID

<?xml version="1.0" encoding="UTF-8"?>
<playlists>
    <total>2</total>
    <playlist>
        <id>01234567</id>
        <name><![CDATA[ ]]></name>
        <videocount>2</videocount>
        <categoryid>123</categoryid>
    </playlist>
    …
</playlists>

{
    "playlists":{
        "total":100,
        "playlist":[
            {
                "id":"01234567",
                "name":" 1",
                “videocount":2,
                "categoryid":123
            },
            …
        ]
    }
}

userid id
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playlist

video

XML :

JSON

name

videoid id ”,”
“,”

categoryid id

format xml  json

id ID

name

categoryid ID

video

id ID

index

<?xml version="1.0" encoding="UTF-8"?>
<playlist>
    <id>01234567</id>
    <name><![CDATA[ ]></name>
    <categoryid>01234567</categoryid>
    <video>
        <id>123</id>
        <index>1</index>
        …
    <video>
</playlist>
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3.14 

:

http://spark.bokecc.com/api/playlist/update

playlist

video

{
    "playlist":{
        “id”:"01234567",
        “name”:” ”,
        “categoryid”:”01234567”,
        “video":[
            {
                "id":123,
                "index":"1"
            },
            …
        ]
    }
}

playlistid id

userid id

name

videoid id ”,”   “,”

categoryid id

format xml  json

id ID

name

categoryid ID

video
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XML :

JSON

3.15 

:

http://spark.bokecc.com/api/playlist/delete

XML

id ID

index

<?xml version="1.0" encoding="UTF-8"?>
<playlist>
    <id>01234567</id>
    <name><![CDATA[ ]></name>
    <categoryid>01234567</categoryid>
    <video>
        <id>123</id>
        <index>1</index>
        …
    <video>
</playlist>

{
    "playlist":{
        “id”:"01234567",
        “name”:” ”,
        “categoryid”:”01234567”,
        “video":[
            {
                "id":123,
                "index":"1"
            },
            …
        ]
    }
}

playlistid id

userid id

format xml  json
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JSON

3.16 

:

http://spark.bokecc.com/api/videos/search

videos

<?xml version="1.0" encoding="UTF-8"?>
<result>OK</result>

{
    "result":"OK"
}

userid  id

q

:
TITLE

”:”
Example q=TITLE:test

sort

:
CREATION_DATE FILE_SIZE
ASC DESC

”:”
Example sort=CREATION_DATE:DESC

categoryid  id

num_per_page  :  1~100

page

format xml  json

total

video
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video

XML

JSON

id ID

title

desp

tags

duration

category ID

creation-date

filesize

image

<?xml version="1.0" encoding="UTF-8"?>
<videos>
    <total>100</total>
    <video>
        <id>01234567</id>
        <title><![CDATA[Video Title]]></title>
        <desp><![CDATA[Video Description]]></desp>
        <tags><![CDATA[tag1 tag2 tag3]]></tags>
        <duration>12345</duration>
        <category>12345</category>
        <creation-date>2012-10-29 15:16:50</creation-date>
        <filesize>4174340</filesize>
        <image>http://image.bokecc.com/abc.jpg</image>
        ...
    </video>
    ......
</videos>

�28

http://image.bokecc.com/abc.jpg


Spark API 

4. 

4.1 Flash

Spark API  Flash  Flash  10.1  Flash 

 Spark  HTTP  JavaScript  Spark  Flash 
 Flash  Flash  2

 JavaScript :

 Spark  Flash :

:

{
    "videos":{
        "total":100,
        "video":[
            {
                "id":"01234567",
                "title":"Video Title",
                "desp":"Video Description",
                "tags":"tag1 tag2 tag3",
                "duration":12345,
                "category":"12345",
                "creation-date":"2012-10-29 15:16:50",
                "filesize":4174340,
                "image":"http://image.bokecc.com/abc.jpg"
            },
            …
        ]
    }
}

on_spark_selected_file(file_name, file_size) file_name: 
file_size: 

on_spark_upload_validated(status, videoid) status:  
videoid:  id

on_spark_upload_progress(progress) progress: 0~100  
 0  100; -1.

Flash (flashvars)

progress_interval  1 

notify_url
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Spark  Flash : 

http://p.bokecc.com/flash/api/uploader.swf

 HTML 
 Flash  Flash 

on_spark_selected_file 

 THQS  Flash  start_upload 
 

Flash  on_spark_upload_validated  id
:

Flash  on_spark_upload_progress  
progress_interval   100 

 100  -1 Flash 

( ) Spark  notify_url  HTTP/HTTPS 
 GET HTTPS CA

 notify_url  notify_url 
1 http://domain
2 http://domain?data=**** data
3 https://domain
4 https://domain?data=****

userid  id

title  title

description

tag

categoryid  id

OK

NETWORK_ERROR

Spark API 
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Spark API 

Spark notify_url  notify_url 
 THQS 

 notify_url  XML Spark 
Spark  7 

Spark  8  8 
:

[0 15s  1m  4m  16m  1h4m  4h16m  17h4m]

4.2 HTTP ( )
     

CC HTTP_API
      userid       CC
      ccvid vid       ID  CC
      apikey       CC API key

     
1      vid,metaurl,chunkurl
2    META (metaurl)  
3    CHUNK(chunkurl)  
4    CHUNK(chunkurl)    META
(metaurl)    CHUNK(chunkurl)  

videoid  id 16  hex 

status ”OK” ”FAIL”

duration ( : )

image

<?xml version="1.0" encoding="UTF-8"?>
<result>OK</result>
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1    

VID URL
THQS

http://spark.bokecc.com/api/video/create

userid id

title
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xml

json

XML

JSON

tag

description

categoryid id

filename

filesize

notify_url

format xml json

<?xml version="1.0" encoding="UTF-8"?>
<uploadinfo>

<videoid>3B35ED608474B8DB2BB</videoid>
<userid>40EF004A6F1</userid>
<servicetype>240593F08</servicetype>
<metaurl><![CDATA[http://abc.com/servlet/uploadmeta]]></metaurl>
<chunkurl><![CDATA[http://abc.com/servlet/uploadchunk]]> </chunkurl>

</uploadinfo>

{
  "uploadinfo": {
    "videoid": "3B35ED608474B8DB2BBA",

"userid": “40EF004A6F",
"servicetype": “240593F089",
"metaurl": “http://abc.com/servlet/uploadmeta",
"chunkurl": "http://abc.com/servlet/uploadchunk"

  }
}

<? xml version="1.0" encoding="UTF-8"?>
<error>SERVICE_EXPIRED</error>

{
    "error":" SERVICE_EXPIRED "
}
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2   META

http://*.bokecc.com/servlet/uploadmeta

result     (0) (-1)
msg     
received         0

xml

错误码 含义

INVALID_REQUEST ⽤户输⼊参数错误

SPACE_NOT_ENOUGH ⽤户剩余空间不⾜

SERVICE_EXPIRED ⽤户服务终⽌

PROCESS_FAIL 服务器处理失败

TOO_MANY_REQUEST 访问过于频繁

PERMISSION_DENY ⽤户服务⽆权限

参数 含义

uid ⽤户id，不可为空      断点续传请求时为可选

ccvid vid  

first  
 first=1   

  first=2

filename          

md5 md5    

filesize  Byte    

servicetype servicetype    

format 返回格式：包含xml和json    json
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json

xml

json

3   CHUNK

http://*.bokecc.com/servlet/uploadchunk

<?xml version="1.0" encoding="UTF-8"?>
<root>

<result>0</result>
<msg>success</msg>
<received>0</received>

</root>

    {
       "result": 0,

"msg": “success",
"received": 0
}

<?xml version="1.0" encoding="UTF-8"?>
<root>

<result>-1</result>
<msg> </msg>
<received> 1</received>

</root>

    {
       "result": -1,

"msg": “ ",
"received": -1
}

参数 含义

ccvid vid，视频id  不可为空

format 返回格式：包含xml和json    json
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result     (0) (-1)
msg     
received         0

xml

json

xml

json

POST  

POST

HTTP  header Content-Range
Content-Range: bytes x-y/z
x == received
y 
z 

<?xml version="1.0" encoding="UTF-8"?>
<root>

<result>0</result>
<msg>success</msg>
<received>3413432</received>

</root>

    {
       "result": “0“,

"msg": “success",
"received": "412432"
}

<?xml version="1.0" encoding="UTF-8"?>
<root>

<result>-1</result>
<msg> </msg>
<received> 1</received>

</root>

    {
       "result": “-1“,

"msg": “ ",
"received": “ 1"
}
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y   y <= z - 1 
(binary)

##### 

POST /servlet/uploadchunk HTTP/1.1 
Accept: text/*
Content-Type:multipart/form-data; boundary=----------Ij5GI3GI3ei4GI3ei4KM7GI3KM7KM7
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_9_4)
Host: www.example.com 
Content-Length: 421 
Connection: Keep-Alive 
Cache-Control: no-cache
Content-Range: bytes 0-100/500

------------Ij5GI3GI3ei4GI3ei4KM7GI3KM7KM7
Content-Disposition: form-data;name="file";filename="MyFile.jpg"
Content-Type: application/octet-stream
  
(binary)
------------Ij5GI3GI3ei4GI3ei4KM7GI3KM7KM7--

Java
CHUNK  3 

 /* url /servlet/uploadchunk?ccvid=&format= */ 
 /* chunkStart chunk  */ 
 /* chunkEnd chunk  */ 
 /* file  */ 
 /* bufferOut  */ 

 public String uploadchunk(String url, int chunkStart, int chunkEnd, File file, byte[] bufferOut) { 
  HttpURLConnection conn = null; 
  try { 
   String BOUNDARY = "---------CCHTTPAPIFormBoundaryEEXX" + new 
Random().nextInt(65536); //  
   URL openUrl = new URL(url); 
   conn = (HttpURLConnection)openUrl.openConnection(); 
   // POST  
   conn.setDoOutput(true); 
   conn.setDoInput(true); 
   conn.setUseCaches(false); 
   conn.setRequestMethod("POST"); 
   conn.setRequestProperty("connection", "Keep-Alive"); 
   conn.setRequestProperty("user-agent", "Mozilla/5.0 (Macintosh; Intel Mac OS X 
10_9_4)"); 
   conn.setRequestProperty("Charsert", "UTF-8"); 
   conn.setRequestProperty("Content-Type", "multipart/form-data; boundary=" + 
BOUNDARY); 
   // content-range 
   conn.setRequestProperty("Content-Range", "bytes " + chunkStart + "-" + chunkEnd 
+ "/" + file.length()); 
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   OutputStream out = new DataOutputStream(conn.getOutputStream()); 
   StringBuilder sb = new StringBuilder(); 
   sb.append("--").append(BOUNDARY).append("\r\n"); 
   sb.append("Content-Disposition: form-data;name=\"file" + file.getName() + 
"\";filename=\"" + file.getName() 
     + "\"\r\n"); 
   sb.append("Content-Type: application/octet-stream\r\n"); 
   sb.append("\r\n"); 
   byte[] data = sb.toString().getBytes(); 
   out.write(data); 
   out.write(bufferOut); 
   out.write("\r\n".getBytes());   //  
   byte[] end_data = ("--" + BOUNDARY + "--\r\n").getBytes(); 
   out.write(end_data); 
   out.flush(); 
   out.close(); 

   // BufferedReader URL  
   BufferedReader reader = new BufferedReader(new 
InputStreamReader(conn.getInputStream())); 
   StringBuffer resultBuf = new StringBuffer(""); 
   String line = null; 
   while ((line = reader.readLine()) != null) { 
    resultBuf.append(line); 
   } 
   reader.close(); 
   conn.disconnect(); 
   return resultBuf.toString(); 
  } catch (Exception e) { 
   System.out.println(" POST " + e); 
   e.printStackTrace(); 
  } finally { 
   if (conn != null) 
    conn.disconnect(); 
  } 
  return null; 
 } 

 1. HTTP
 Spark  HTTP  Query String  Hashed 

Query String  GET  Spark API  Query String  Hashed 
Query String  THQS  Unix 

Unix  1970  1  1 (UTC/GMT )   2010  12  
9  15  23  12  Unix  1291879392
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 Spark  API Key  aSdF1234  2010 12
9 15 23 12 QueryString 

name=harry&level=top&salary=1000

 QueryString 

level=top&name=harry&salary=1000

 time  salt  hash 

level=top&name=harry&salary=1000&time=1291879392&salt=aSdF1234

 md5 

hash=BF04A55B30CFF562F7ADD9F054AB7FFB

 Http 

level=top&name=harry&salary=1000&time=1291879392&hash=BF04A55B30CFF562F7ADD9F054AB7FFB

 2. Flash JavaScript
Spark  Flash  Flash 

 Spark  Flash 

 swf  swfobject 1.5  

 swfobject.js  js  swf 

THQS 

 QueryString  q   4  HashedQueryString:

1. q qs; 
2.  Unix  Spark  API Key  qf:
     qf ← qs&time=12345&salt=aSdF1234 
3.  qf  md5  abcdefg
     hash ← md5(qf)
4.  HashedQueryString :
     hqs ← qs&time=12345&hash=abcdefg 

 hqs  q  Http 
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 Flash  Flash  func  param 

swfname  Flash  id 

<script type="text/javascript"> 
var swfobj=new SWFObject('http://xxx/xx.swf'  'swfname'  '80'  '80'  '8'); 
swfobj.addVariable('title' 'test');
swfobj.addVariable('number'  123);
swfobj.addParam('allowFullscreen' 'true'); 
swfobj.addParam('allowScriptAccess' 'always'); 
swfobj.addParam('wmode' 'transparent'); 
swfobj.write('divid'); 
</script>

swfname["func"](param);
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